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RE: 16 Common Backup Problemsand Mistakes

by Darren McBride

Summary: These are the most common back up
problems and mistakes people make. Itisthe
intention of this paper to give you advanced knowl-
edge of these errorsin hopes of preventing you from
suffering the consequences of making these errors.

1. Tape errors, Tape Drive
failures.

Probably the number one backup problemissimply
caused by the unreliability of tape. Tape drives have
ahigher failure rate than most computer peripherals
and thetapes have alimited life span. Many experts
limit tape usage to 50 backups or 1 year (whichever
comesfirst) dueto tapewear. Failureto replace
worn tapeswill generate errors on most tape systems.
Sometypes of tape drives (tape heads) need regular
cleaning and dusty environments such asmines,
construction sites, shops etc can eat tapes quickly.

To avoid thisuse ahigh quality removable hard drive
system, such asthose found at www.High-Rely.com

2. Tape Logs are not checked.

All too often in asmall business or office
environment an automated backup is set up and the
office personnel aretold “It’sall working
automatically at night —just change the tapes and
everything will be OK”. Thisistheworst advice
anyone could possibly give. Fromlong experience
we know that automated processestend to fail over
time. For thisreasonitiscritical toreview the*log”
filesafter EVERY backup. Logfilesareavailablein
most backup software and will alow the operator to
seeif fileswere skipped or other errors occurred.
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3. Allowing users to leave
workstations running critical
software at night.

Most tape softwarewill skip openfiles, which are
often themost critical filesin the enterprise. Many
small business executives havefalleninto the habit of
leaving their computer on at night. Whilethis
practiceisfine, leaving software up on the screen
can wreak havoc on the nightly backup. If even one
user consistently leaves an accounting application
open, it isvery possiblethat the most critical datain
the enterprise will not be backed up (will be
skipped). Reviewingthebackup logsiscritical to
ensure this doesn’t happen.

4. Backups fail due to incorrect
media or because previous job
ejected tape.

Unlessan expensive array of tape devicesisused,
tape mediamust be changed daily to reduce wear
and ensure awide, predictable variety of restore
pointsare available. Some backup software (such as
Symantec’s Backup Exec) allowsatape or mediato
be gjected when the backup iscomplete. Itis
common to see backupsfail because the previousjob
ejected the tape and the operator failed to changeit.
Ejecting the tape hel ps the operator know that the
job hasrun at aglance, but it can cause problemsif
the backups are unattended for several days. Too
frequently the person who istasked with changing
the mediadoesn’t understand the importance and
leaves without del egating another person to take
over. If thetapeisn’'t gected previous backups may
beinadvertently overwritten. Another other
common failure with Backup Execisthat it may
refuse to backup even if there IS atape
installed....but it isnot the “ correct” tape. Once ajob
hangsit can affect subsequent jobsand nightly
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backups stop happening. Most of theseissuesare
avoided with the High-Rely multi-bay devices, which
providethe ability to backup to adifferent drive each
night of the week. The product line and features can
bereviewed at www.High-Rely.com.

5. Failure to buy or use agents
for “always on” applications.

Backup software can be expensive. 1nsmall

busi nesses the backup solution can cost asmuch as
thefileserver itself! Many organizationsareeither
not advised or refuse to purchase needed additional
“agents’ or client licensesthat would allow themto
backup more than one server and/or to backup
always on software such as Microsoft Exchange or
SQL. Evenwhen “workaround” solutions are used,
the organization may unwittingly causethemselves
problems. For example, refusing to buy an
Exchange agent will typically makeitimpossibleto
restore asingle mailbox or message. Any restore that
might be possiblewould requirerestoring the entire
organization’smail store. Thismeansthat if even
one user loses an important mail that must be
restored, all the other mail userswould face the need
to “roll back” their mail to that same point inthe
past, losing all of their more recent mail.

6. Relying on partial backups.

Over and over again I T professionals hear people say
“| really don’t care about anything on my computer
except for my (fill inthe blank —usually
its accounting data, documents, photos.... or
whatever). Thetruthis, thosefolks often don't
remember how many hours of work went into

mi scel laneous documents, spreadsheets, web page
bookmarks, utility software and other things stored
on the average computer, not to mention the cost of
reinstalling the operating system and configuring it
from scratch. Invery small installations, not backing
up the operating system may be acceptable on the
theory that the OS can be reinstalled in a matter of
hours. However, most businesses should backup
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everything, including the operating system’s* System
State”. It'sjust too stressful and expensive during an
outagetotry tolocate, reinstall, and reconfigure
Windows, al the user accounts, and all the various
software that has been added through the years.

7. Relying on incremental or
differential backups with tape.

Ina“differential backup” atypical schemeistodoa
full backup once per week and on subsequent nights
copy only thosefileswhich have changed sincethe
last FULL backup. Thismeansto restore you will
require 2 media: thelast full backup plusthelast
differential backup. An*“incremental” backupis
similar except only fileschanged sincethe last
incremental backup are copied. Even moretapes or
mediawill be needed. For example, when using an
incremental scheme, if thelast full backup was
Monday and afailure occurs Friday morning you
would need to restore the Monday tape and then the
Tuesday, Wed, & Thursday tapesin order. If even
one of these 4 tapes has an error, the possibility of an
unsuccessful restoreisquite high. Many IT
professionalsfeel that although incremental &
differential backups are much faster, inherently
unreliable mediasuch astape makesusing them a
mistake. Itisalessserious problemwhen more
reliable mediasuch ashard driveisused, especialy if
amore modern software package that isusing a
database structureto track file changesisaso in play.
However, itisalwaysagood ideato fully verify to
insurefull recoverability.
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8. Media or Data are not
transported offsite on a regular
basis.

Fire, flood, theft, employee malice etc canresultin
lossof critical dataat work. Many organizationsare
under the mistaken impression that putting tapesin a
fireproof vault at night is sufficient protection.
However, there are two types of fire safes on the
market today; those for paper document storage
(insurance papers, wills, checks, receipts, etc), and
those for data storage or computer media. Data Safes
carry aUL 125 or UL 72 Rating while document
storage safes carry the UL 350 firerating.
Remember —you can’t store datatapesin afire safe
rated for paper because they will melt! The business
should al so think about regional disasters (such as
Hurricane Katrina) that might affect both the
business and anearby residencethat isbeing used to
store offsite backups. A flood or serious earthquake
may render large areas of acity uninhabitable and
officialsmay refuseto allow admittancefor extended
periods of time. For these reasonsit’simportant to
del egate someoneto periodically remove abackup
mediaand bring back offsite mediaas needed and
that the offsite location be as far away from the main
Siteasispractical. Analternativeisto setup Internet
based backup to automatically transport critical data
to another location.

9. Failure to have sufficient
media for a good history.

A common failure scenario involves adatabase
corruption in an accounting package that goes
unnoticed until it'stimeto “close” the books at the
end of amonth. Only then isthe problem
discovered.... and each of thelast 7 days of backup
turn out to have the same error. Errorscan creepin
over time. Multiple copies (versions) of datashould
be retained so that if corruption occurs and goes
unnoticed that older copies of the data can be
accessed. Try to retain aminimum of 2 weeks of
daily backupswith additional monthly versionsgoing
back for at least 3 months.

?Hl gh-Rely
Engineering
WHITE PAPERS

10. Failure to setup removable
hard drives correctly.

Software such as Symantec’s Backup Exec requires
hard drivesto be created asvirtual backup “devices’.
If the* device” in Backup Execischosenasa
“Backup todisk” deviceinstead of “Backup to
Removable Disk” then changing mediawill resultin
hung jobs. Always choose the latter for removable
hard drive devices.

11.Backing up the wrong data or
drives.

Sometimes data is moved from one place to another
by technicianswho are solving problems such as
hard drivesfilling up. Other timesonly specific
folders are backed up dueto limited space on the
backup mediaand new applications are thus
excluded from the backup. 1t'sworthwhileto review
the backup periodically to seeif mission critical data
isbeing missed.

12. Failure to consider the need to
archive.

“Archiving” hererefersto the need to mothball data
over along period of time. USfederal laws such as
HIPAA (for the health careindustry), Graham-
Leach-Bliley (for financial servicesindustry), and
Sarbanes-Oxley (for Public companies) require
businessesto retain data, including email, for upto 7
yearsor more. In addition, defending abusiness
against lawsuits can sometimesrequire abusinessto
accessold data. Whatever backup method is used,
an attorney should be consulted to determine a
reasonablelength of timeto retain business data.
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13. Failure to enforce a policy that
company data is stored on the ? Hl h REIY

server

In most companies, nightly backup isdone only on Engl neering
thefileserver. However userswill often savethings WHITE PAPERS
in“My Documents’ or other locationson their local
hard drives. In addition to these documents not
being availableto other usersin the business, the
obviousimplicationisthey don’t get backed up.
Both technical (group policy) and administrative
(business procedures) policies should be setup to :
discourage creation of dataon local hard drives. As | i
aminimum, users should be required to copy local

documentsto the server at logoff time.

14.The failure to backup

desktops.

This common backup error isrelated to the one 53% is “Soft”enor (Human + Software
above about storing data on the server. According to ] Hh s R srarmarare e
IDC, up to 60% of al datais|ocated on corporate et Cniek et fusmateest

laptops and desktops NOT on the fileserver asone

would expect. The same study suggeststhat each Figure 1 — What are the common causes of dataloss?
year 10 percent of laptops are stolen and 15 percent . )
fail. Yet most businessesbackup only thefileservers  16- Changing the admin password

and many companiestake no stepstoinsist that data Without modifying the backup

on “client” machinesbe copiedtotheserver. The  Thisone surprises many peoplebut it isactually the
corporate backup strategy should ask userstoleave  cause of alot of I T service callsrelated to backup.

desktopson at night. Licensesfor the backup Many backup software packages use the“ security
software should be purchased to allow backupsof all  context” of auser to perform abackup. Whether correct
these desktops to be done. or not, in small businessthe“user” chosen to perform

15. Trusting Mirroring or RAID as theautomqted backu_p task isoftenthe gdminis_trator.
Dueto various security concerns, abusinesswill

a backup. o .

_ . . periodically change the administrator password and often
Itisamistaketo think that RAID 5 (Redundant will forget to do it on the backup software. This
Array of Inexpensive Disks) will protectdatainthe  «preaks” the automatic nightly backup. Thebuiltin
way abackupwill. Although RAID will protectthe  packup softwarein Windows (NTBackup), aswell as
businessagainst asinglehard drivefailure, itdoes  symantec’s BackupExec and many othersrequire you to
nothing to address multipledrivefailuresor auser change the password inside of the backup software any

who deletes something. Spyware, Viruses, user error  time the backup user’s password is changed.
or maliciousness, the fact that thereisasingle copy

of the data and it remains on-site, and a host of other
problems mean that RAID isNOT backup and
should never be considered one! Asthe graph below
shows, fully 56% of datalossisnot related to
computer hardwarefailuresat al. Finally, aspointed
out earlier, you do not have abackup if your datais
not offsite.
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Conclusion

Likethe gentleman who iswelding hisgastank with
minimal security precautions, running abusiness
without agood backup strategy isinherently
dangerous. We' ve discussed 16 common backup
mistakes. Thetitle of this paper could easily have
been 17 mistakes because thereis another “backup
mistake’ that almost everyone makesand that isthis:
Most peoplefail to do afull test restore of their
backup. Thisisperhapsunderstandable becauseit
isquitedifficult & time consuming to do. Most
people are reluctant to break what doesn’t need
fixing. Certainly it'struethat doing atest restore on
aproduction system can potentially damagethe
working system. Solutions such asbooting to
aternate (dummy) hard drives and setting up
“virtual” serversfor testing are techniques backup
professiona suseto overcometheseissues.Highly
Reliable Systems manufacturesacompleteline
ofremovable hard drive devicestargeted specifically
at the backup market. Although many of the
problemswe’ ve discussed are software and policy
specific, the products and backup expertsat Highly
Reliable Systems can help you to overcome these
and many other common backup pitfalls. Pleasevisit
www.High-Rely.com to review our product line.
Specific questions about this paper can be sent to
Darren@High-Rely.com
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Appendix A: Characteristics of
an ldeal Backup

1.  Backup should work reliably with minimal user
intervention.

2. Backup should not impact your day to day
productivity (ieslow the server down during
working hours)

3. Backup should be asfast as possible and
happen automatically.

4.  TheBackup Device should beinexpensive.

5. TheBackup Media(tapes, hard drives, etc)
should be asinexpensive per Gigabyte per year
asispossible

6. Datashouldbeavailabletorestore quickly
using “random access’ toany file. Ideally it
should be so easy end userscan do it.

7.  Multiplecopies(versions) of datashould be
retained so that if corruption occurs and goes
unnoticed that older copies of the data can be
accessed.

8.  Multiplecopiesof datashould beavailableon
multipledifferent mediaso asingleor double
failurewill not result in dataloss.

9. Backup Mediaor datamust be transported of f
site. If dataisnot taken off-site consistently it’s
not areal backup.

10. Theentire network backup should fit onto one
media or media set that can be accessed
without human intervention so the backup
operation can be done at night and/or
unattended.
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11.

12.

13.

14.

Any good backup should be capable of dealing
with open databases and operating systemfiles.
Examplesof “problem” areasfor some backup
softwareinclude active directory (On Windows
domain controllers), Microsoft Exchange,
awayson SQL databases, Sharepoint and
similar products.

Some backups should allow “ granular” restore
for organizationsthat requirethem. For
example, many backupswill backup the entire
Exchange email database (the* datastore”) but
are unableto restore asingle mailbox or a
singleuser’'semail. Instead therestoreis*“all or
nothing” inwhich everyone'smail inthe entire
organization can be“rolled back” to the
specific time the backup wasmade. Similar
granularity may be needed to restoreindividual
filesin products such as Microsoft Sharepoint.

In secure environments the backup should
retain security settings (NTFS permissions) on
filesand folders, so that after arestore, the
security isexactly asit was.

Some companieswill want the Backup solution
should have asimple* disaster recovery” option
to speed up recovery. Thisoption allowsfor a
“baremetal” restorein which aserver may be
booted from media such as a CD and the data
restored without the additional (and typical)
step of installing the Windows operating system
first.
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