Date: January 1, 2006

RE: What is Continuous Data
Protection (CDP)?

Continuous Data Protection (CDP) is a backup concept that has
received alot of attention in thetechnical pressrecently. CDP
has been around for along time and largely ignored until two (2)
large players (Symantec/Veritasand EMC) have stirred up the
market with productstouting their CDP capabilities.

But what isCDPreally? Itisamethod or process of performing
databackup and in many casesit isafeature of an existing
backup product. To provide“ Continuous Data Protection,” a
backup program must do two things:

1. Backup dataasthe dataiswritten to the hard drive.
2. And, the backup program must keep revisions.

What is the goal of Continuous Data Protection?

The goal of Continuous Data Protection isto constantly backup
data asthe datais created or modified. So, atrue CDP solution
eliminatesthe possibility of |osing data between backup sessions
because in theory, no time goes by between the backup
sessions. A backup isalwaysoccurring to proactively protect all
new data.

What are the problems that CDP solves?

Let’slook at what happens when you perform a single backup
every night at midnight. Employeescomeinand createand
modify data throughout the day. All of the work that has been
performed during the day isat risk until it isbacked up at
midnight. What happensif you have ahard drivefailure at
lunchtime? Inthissituation, all of the data created this morning
islost because you can only restore to the point of the last
backup.

CDP solvesthis problem by backing up the dataon-the-fly; as
thedatais created and changed. So, inthis scenario, the work
during the morning would be recoverabl e because the CDP
backup features would be capturing the data throughout the
morning.

What are the problems that CDP creates?

Using a CDP based solution creates several issuesthat can
becomelarge problemsin arelatively short timeframe.
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Consider thefollowing before choosing to
implement aCDP solution.

Increased Load on Resources
Thefirst issuethat comesup isthe
increasein network andindividual
computer resourceload. Sinceall data
that iswritten to the hard drive hasto be
backed up to a storage device at the same
time; you have effectively doubled the
load on the computer running the CDP
solution. In other words, every time data
iswritten to the hard drive abackup event
isoccurring. Anincreasein the amount
of datawritten to disk resultsin an equal
increase in the load put on the computer
because this simultaneous backup process
isrunning.

It isimportant to note that the computers
that have the greatest need for CDP tend
to be those computers that are under the
greatest |load demand to beginwith. The
increased | oad caused by the CDP process
may overwhelm these computer

resources, resultinginadisruptionintheir
normal operation.

Difficulty with Revision
Management

Another issue that you can encounter with
aCDP based solution relatestofile
revision management. Let’sassumeyou
have adatabasethat iscontinually
updated. Sincethisdatabaseis
continually changing, the CDP systemis
backing up anear infinite amount of little
changes, asthey occur. At some point,
these minute changes need to be pulled
together to form arevision of the database
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in order to fulfill the requirement of point-in-timerestoration.

But at what point do you assemble these small changesto represent
one, singlerevision? Let'sassumeyour CDP solution creates
restore pointsevery 10 minutes. The question becomes, “How
many restore points can be stored given our current storage
capacity?’ If 25 revision points may be stored, then your system
will alow you to restoreto any point inthelast 25 revisions. These
revisionsare created every 10 minutes, which coversalittleover 4
hours. Anything beyond the 4 hour time frameislost. So, if your
database becomes corrupted, you have a4 hour window until every
revision held by the CDP backup system isalso corrupted;
eliminating your ability to recover aclean copy of your database.

What is Near CDP?

You have probably heard of theterm “Near CDP” Near CDPis
defined as abackup solution that performs the backup process
when afilecloses. Thekey difference between CDPand Near
CDP productsisthat True CDP backs up all of the changesto files
asthey occur whereas Near CDP performs one backup at the time
thefileisclosed and editing iscomplete.

There are 2 key advantages that Near CDP products have over
True CDP products. Thefirst advantage isthat with Near CDP
products you have asignificant reduction in load on the computer
being backed up. The second advantageisthat the problemswith
True CDP srevision management are cleared up because the
revisionsareclearly tied tofile close events.

But, there are problemswith Near CDP solutions. Thesingle
largest problem with Near CDP occurswhen afileis continuously
edited and never closes. For example, Microsoft’s Exchange
Server never closesthe Mailbox Stores. Asaresult, the Near CDP
backup trigger never occurs because thefiles are never closed and
therefore they are never backed up. Another example of filesthat
arecontinuously inuseisseenin MS-SQL files. Again, thesefiles
areignored by the Near CDP solution because they never closeto
trigger the backup process.

Asawork around, the Near CDP solutions also carry abackup
scheduler to backup datathat isoverlooked by thefileclosing
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trigger. So effectively, the Near CDP
solution operates asatraditional scheduled
backup program does and you do not
enjoy any of the CDP-related benefitsfor
filesthat are continuously in use.

It isimportant to point out that Near CDP
solutions can introduce adisruptioninthe
normal operation of your production
servers. Sincethe Near CDP backupis
triggered by afilecloseevent, if an
application closesafile, and then re-opens
thefile, that application may be denied
accessto there-opening of thefile. This
can happen because thefirst close event
triggersthe Near CDP solution to start the
backup and then your request to re-open
thefileisdenied because the backup
program haslocked thefile during the
backup process. For example, you may
update datain an accounting program and
when you post your update, the accounting
program may saveitsfilesand then
generate areport based on your new
information. The report production may
be disrupted because the Near CDP
backup program has gained accessto the
account program data.

Compare CDP to other backup
methods.

Let’s compare CDP backup solutionsto 2
other popular data protection methods:
schedul e-based backup and mirroring.

CDP and Scheduled File Backup

WEe' ve mentioned that True CDP operates
on-the-fly, sothereforeit isalways
working and does not follow a scheduleto
initiate the backup process. Both True
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CDP and Near CDP solutions create problems of their own when it
comesto backing up filesthat are in continuous use. Schedule
based backup overcomestheseissues by allowing you to determine
when and how frequently you want to backup. And schedule
based backup programs can more clearly correlate backup events
with revision management.

CDP and Mirroring

It isimportant to note that while both mirroring and backup are
both data protection methods, they are not one and the same.
Mirroring refersto the process of making aduplicate copy of data
to asecond storage device. The key difference between mirroring
and backup isthat mirrored dataisastraight copy of the original
filesand backup programstend to encode the stored copy using
some combination of encryption and compression which
necessitates using arestore program to gain accessto the backup
data. Generally speaking, mirrored dataisacopy of theraw data
whichisimmediately ready for use and does not require you to use
arestore program to gain accesstoit. Mirroring differsfrom CDP
because mirroring typically doesnot containrevisioning. Ina
mirrored environment, when an original file changes, the mirror
copy isoverwritten with the new file. 1naCDP environment, the
new fileisadded to therevision history and the datamay be
encrypted and compressed beforeit is stored.

When is CDP interesting and when should it be
avoided?

If you have been reading all thelatest industry news about CDP,
you may be attracted to these sol utions because you want to
minimize the amount of datathat can belost sincethelast backup
occurred. If your business hasacritical need to protect dataon-
the-fly, as the data changes, you may consider a CDP solution to be
the answer. But, be aware that the CDP solution may also
introduce new problems; such asincreased |oad on network
resources and the shortening of the time window to restore clean
datain the event of corruption.

Itisvery common for businessesto implement multiple data
protection (backup) solutionsto provide agreater level of data
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protection. Most companiesfind that one
solution does not fit all of the needs of their
computing environment. For example, you
may have afew serversfor which CDP
makes sense and therest of your serversare
best protected with traditional schedule
based backup. And some businesses
implement more than one backup solution
to protect the same computer; which
providesthem with several waysto restore
data.
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